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Decision/action requested
This contribution proposes an interim agreement on the protection of anchor key. 
2
References
 [1]
3GPP TR 33.899, v120
 [2]
S3-171759 Lightweight secure way for protecting anchor key transferring - EAP-AKA'
3
Rationale
Key issue #3.1 and #10.2 in [1] have identified the threat that clear text keys transferred over signalling links such as SS7 or Diameter between home network and visited network. This pCR propose to achieve an interim agreement that the key transferred from AUSF to SEAF shall be protected. The document [2] proposes a lightweight secure way to achieve this purpose.
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Detailed proposal
*************Beginning of the change*************
E.3.1.X        Hiding radio interface keys sent between operator entities
E.3.1.X.Y    protection of the anchor key transferring
E.3.1.X.Y.1    Description of Question
Question: Shall the anchor keys sent from the AUSF to the SEAF be confidentiality and integrity protected?
E.2.1.4.X.2    Interim Agreement
Yes.
NOTE:
The confidentiality and integrity protection of the anchor keys is not enough. The anchor keys need to be sent to the authorized SEAF.
***************End of the Change***************
